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) System & Navigation Commands

whoami

id

hostname

uname -a

cat

uptime

df -h

free -h

sudo apt update && sudo apt upgrade -y
history

history -c

pwd

1s -la

cd

find -name 2>/dev/null

find -perm 2>/dev/null
grep -r

cat

cat

chmod

tar czf



Networking Commands

ip a

ip route

ip neigh

ss -tulnp
netstat -antp
ping -c 4
traceroute
dig

dig ANY
host

whois

curl -I

wget -q

nc -Lvnp

nc -v

nc -w 3 S
nc -Lvnp >

nc -zvn -wl

Nmap — Network Scanning &

¢ ]
Enumeration

full tutorial: Kali Linux Day 1
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NMAP COMMAND REFERENCE 2026 — ALL SCAN TYPES

BASIC SCANS

nmap 192.168.1.1

nmap -sV 192.168.1.1

nmap -0 192.168.1.1

nmap -A 192.168.1.1

PORT SPECIFICATION

nmap -p 80

nmap -p 1-1000

nmap -p-

nmap -top-ports 100

SCAN TYPES

nmap -sS

nmap -sU -top-ports 100

nmap -sn 192.168.1.0/24

nmap -Pn 192.168.1.1




Professional scan combo: —

runs on authorised targets only

o] Linux
Day 1

Web Application Testing Commands

securityelites.com
Kali Linux — Web Application Testing Commands

-u -w
-u -w
-X
=@ -w
ffuf -u -W -mc
ffuf -u -W -H
=l
=[ -0 -Format
-uU -dbs
-u -D -dump
-p -level=5 -risk=3
=@l =@

-d -silent -mc



https://securityelites.com/day-1-nmap-tutorial/

Password Cracking & Authentication

john

john -wordlist=

john -format= -wordlist=
john -show

john -list=formats | grep

unshadow >

hashcat -m 0

hashcat -m 1000

hashcat -m 3200

hashcat -m 0 -a 3

hashcat -show -m O

hydra -1 —P
hydra -L —P
hydra -1 —P

hydra -t 4 -1 -P




4 Exploitation — Metasploit Framework

msfconsole
search
use
show options
set
set
set
run
sessions -1
sessions -i
info

back

msfvenom -p
LPORT= -f
msfvenom -p
-0
msfvenom -p
-0

msfvenom -1




g | Wireless Security — Aircrack-ng Suite

airmon-ng
airodump-ng
airodump-ng -c -bssid

aireplay-ng -deauth -a
aircrack-ng -w

airmon-ng

@ | Digital Forensics & Analysis

file
strings
xxd

md5sum
sha256sum
exiftool
binwalk
binwalk -e

volatility -f




Post-Exploitation & Privilege Escalation

o

L-$ sudo -1

L-$ find / -perm -4000 -type f 2>/dev/null
L-$ crontab -1

L$ cat

L-$ ps aux

L$ env

L$ cat

L$ find / -writable -type d 2>/dev/null
$

meterpreter > sysinfo
meterpreter > getuid
meterpreter > getsystem
meterpreter > hashdump
meterpreter > shell
meterpreter > download
meterpreter > upload

meterpreter > run

meterpreter > background

s¢ | Utility, Text Processing & Shell Tricks




L$ grep -r

L-$ grep -i -E

L$ awk file.txt

L$ cut -d: -f1 /etc/passwd

L$ sort -u ips.txt

L$ wc -1 subdomains.txt

L-$ tee output.txt

L$ xargs -a urls.txt curl

file.txt

L$ for ip in $(cat ips.txt); do nmap -sV $ip; done

L-$ screen -S
L$ tmux new -s

L-$ baseb4 -d <<<

L-$ echo | baseé64

python3 -m http.server

securl!yell!es.com

KALI LINUX COMMANDS — QUICK REFERENCE CARD 2026

® SYSTEM

whoami - id - uname -a
sudo apt update 8& upgrade
find / -perm -4000

cat /etc/passwd

€ NMAP

nmap -sV - -0 - -A
nmap -p- - -sU

nmap -sC -script vuln
nmap -oA results

NETWORK

ip a - ip route

ss -tulnp - dig target.com
whois - curl -I

nc -lvnp 4444

WEB

gobuster dir -u -w
ffuf -u URL/FUZZ -w
nikto -h target
sglmap -u URL -dbs



PASSWORDS

john -wordlist=rockyou
hashcat -m 0 hashes

hydra -1 user -P list ssh

unshadow pass shadow

€. FORENSICS

file - strings - xxd
md5sum - sha256sum
exiftool - binwalk -e
volatility -f dump

%

msfconsole - search
use - set RHOSTS
set PAYLOAD - run

sessions -1 - getsystem

X

grep -r - awk - cut
sort -u - tee - wc -1
base64 -d - tmux
python3 -m http.server
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